
ZixConnectSM

Managed TLS Services

Benefits:

■	 Secure communications to 
key business partners

■ 	 No capital investment 

■ 	 Deploys in just hours

■ 	 Transparent to end-users

■ 	 No hardware or software required

Features:

■	 Gateway design ensures email 
archiving compatibility

■ 	 Messages delivered to user in  
plain text

■ 	 Mandatory TLS ensures 
end-to-end security

Datasheet

Secure your email communication with financial regulators, other financial 
institutions and key business partners using ZixConnect. Users transparently send 
and receive encrypted messages – no passwords, no hardware and no client 
software required. With email in plain text within your network, your corporate 
retention policies are maintained.

The complexity of establishing Transport Layer Security (TLS) connections with 
multiple partners is reduced with ZixConnect, because only one connection is 
needed. With a single connection, you can securely communicate with all your 
business partners. As the leading provider of email encryption services, ZixCorp 
protects more than tens of millions of email recipients. 

Fast Deployment, End-user Convenience
ZixConnect can be deployed in just a few hours and is completely transparent 
to your end-users. This means no end-user training is required. Users send and 
receive email just as they always have, and your email retention policies are 
enforced as usual. ZixConnect delivers email seamlessly, transparently and securely.

How ZixConnect Works
ZixConnect is designed to meet the needs of organizations that want to secure 
email communication with multiple partners but are concerned about the long-
term complexity of managing separate TLS connections to each partner. With 
ZixConnect, a single TLS connection to the ZixData Center™ is all you need to 
send and receive email securely to all your partners. ZixCorp handles the set up 
and maintenance of establishing a secure connection with each of your partners.

ZixConnect is also available for existing ZixGateway® customers that need to use 
TLS with certain business partners but would rather not set up and maintain the 
TLS connections directly from their ZixGateway system. ZixGateway customers 
that use ZixConnect do not have to set up any TLS connection, and yet their 
partners can use TLS to send and receive secure email to them. ZixCorp works 
with the partners to set up the TLS connection to the ZixData Center and then 
deliver the email to the customer’s ZixGateway appliance. The ZixGateway 
customer does not have to do anything.
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The ZixData Center
The ZixData Center ensures seamless delivery of all encrypted emails and hosts 
ZixDirectory®, the world’s largest email encryption directory. The ZixData Center 
is SysTrust certified, SAS-70 type II accredited and PCI Level 1 DSS version 2.0 
compliant. It has the capacity, scalability and infrastructure to easily support 
encryption keys for every email address in the world. The facility is staffed 24 
hours a day with operations personnel constantly monitoring the facilities, 
networks, systems and applications. ZixCorp prides itself on maintaining the 
highest levels of performance and has 99.99% availability that is guaranteed to 
customers through our service level agreements (SLAs).

About Zix Corporation

Zix Corporation (ZixCorp) provides 
the only email encryption 
services designed with your most 
important relationships in mind. 
The most influential companies 
and government organizations 
use the proven ZixCorp® Email 
Encryption Services, including 
WellPoint, the SEC and more 
than 1,200 hospitals and 1,600 
financial institutions. ZixCorp Email 
Encryption Services are powered 
by ZixDirectory®, the largest email 
encryption community in the world. 
The tens of millions of ZixDirectory 
members can feel secure knowing 
their most important relationships 
are protected.

For more information 
about ZixConnect, 
call toll free 866-257-4949, 
email sales@zixcorp.com 
or visit www.zixcorp.com.
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